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Course Objectives
INtroduction = FEAUNES. ... eereereessssseens

LDAP Concepts.........

Master Server Configuration

Define Directory Information Tree (DIT)

Configure Replication.......cccocoecnccnn.
LDAPAdd........
LIYAPDIRIGE. ..o overmssassmpmssiss
LDAP Madity
LIDAP Sesreh......cc.creerenarsensensrassensansrsessannss
LopRing s
LDIF ;
LDAP Schemas
Migrate to LDAP Authentication
Syncrepl Replication.........coee.e..
LDAP Security ........

Chapter 1: OpenLDAP Features
1. Centralized directory of useful information (user accounts,

2 ()pnmlzed for Reads.....
3. Redundant Configuration .......c...cceeveeveannes
4. Namespace is similar to DNS: i.e. de=raja.de=
5. Supports AUTH encryption of clear-text AUTHs
6. Supports StartTLS over regular TCP:389 LD,
7. Extensible - supports many attributes yvia s

strechisehema i imma it iy N b
8. Data storage is independent of L DBM 13
9. Provides various tools: slap*(offhi 1d) - use when LDAP is NOT running .... 15
10. Provides various tools: Idap indaily admin)....... 16
11. Separates binaries for: (slapd) and replication (slurpd) coeu.eveeeeeeceeeees 16
Chapter 2: LDAP Concep 17
1. Distinguished Nam 17
2. Object Class ... Qe R 19
3. Schemas - /etc/ope SEIERIAL o ey 19
4. Attributes - Fields 19
5. PAM - authenticates users on behalf of calling apphcatlon supports L l)AP .............. 19
6. Name Service Switch (NSS) - used by applicatons to find common Unix databases: 19
7. Both PAM & NSS work in conjunction to authenticate using LDAP (/ete/ldap.cont) ..... 19
Chapter 3: Config of LDAP 21
1. Explore current @uth EnvITONIMIENT ... eeeeeseeceeeeseeeceie st ecscresssseossssomssessessonessecsines 21
2. Setup LDAP Environment ]
#H#Key Online Management Ulilities#t................. 21
#H#Super-User Info#it ............... 22
#it#Search the DITH#H ..o 24
HHEDAPSEARTHEAR (cocciiamsiisismavimmssisassivis st civesiss 24
HELDAP BROWSER#HH oo 25
Chapter 4: DIT Creation 27
Tasks CrsatE B i i rintirer i sinnsis s 27
1. Create Root OU (Container) (DC) - using a pre-defined LDIF file - build root_ouldif......27
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2. Create organizational units: people. engineering. sales..........onn 27
Execution: 27
R G- Tl ]y Sl e o R O SO — 28
Export Full Table Tree L. DII~ with jxplorer .. 30
Chapter 5: Replication 33
Requires: : s S S e 33
Requirements: 33
1. OpenL.DAP RPMs are installed - openldap®. nss Iddp"(:m,ludcs PAM support)........ 33
Steps to replication (regardless of distribution}..... '

1. Stop master LDAP server /ete/init.d/ldap stop - takes ommg
2. Export the contents of the primary(master server) (DIT) to an
Execution:
Execution:
3. Update /etc/hosts on both machines
a. Master
Execution:
b. Slave

Execution: :
4. Update slapd.conf on the master(prima 4
#Replication .............. T E——

- - this is for redhat .centos ..............
- - this is for SUSE ...oeuveve.

36

ol e e 37
[lxt.cul:on ............................... e e . S — i 3
5. Install LDAP on Slave 37
EXeCUHON cvinnnnmmlnnn NP e e s s b i aiieg 37
6. Copy and import 38
EXCCUEION: .cveoneriere R M < i A S i RS A R B R A 38
Execution:..... . —
Execution:........ he.eee.s R |

f on the slave(secondary) server
process) on the slave(secondary/replica) server
AP process) on the master(primary) server

that services are set to start when the system reboots
6: Confirm LDAP records on Primary(Master)and Secondary {Slave) systems...43
Task: .43
1. Use 'ldapsearch’ to eonfirm the existence of records on both sysStems....ceeeceeseceneens 43
Execution:
Execution:
Chapter 7: LDAP Add
LDAP Add Features:
1. Facilitates the addition of objects to the DIT
2. 'ldapadd' is a symlink to 'ldapmodify -a'
Execution: :
3. Default invocation reads attributes from STDIN
Tasks:
1. Add user rajal’ to remaining OUs
Execution:

#Add First User
#Add 2nd User .........
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#Add 3rd User..... : 48

#Add fourth User 49

| 05 e13 07 3 49
Execution:,. : 52

2. Add users 'raja3.rajad.rajas’ to the DI'T, wholesale. via STDIN from slave server....... 58
Execution:

Execution:

3. Use LDAP Browser to view DIT and to make changes

4. Add 5 users to 2 OUs (Engineering & Sales) via text file
5. Confirm 1esults USINE: .....coeverusevemsrermrecemneanes
Execution:

Chapter 8: LDAP Delete

1. A means 16 remove DIT objectS o
Tasks: .
1. Delete an object from the command line...............,
Execution:sansnasani

Chapter 9: LDAP Modify
LDAP Moditfy Features:
1. Functionality found in: ........cooovvvenenneee.
2. Manipulates objects in DIT ..o
THSKS! oo ereusesmnmmsmspsmsssmnrronsmsmsmmsssssnsossssoaniggsnss e
1. Rebuild the DIT - create top-level
2. Modify Attributes..........ccccconn..
Execution:
3: Delete Hems i € e Wi
Chapter 10: LDAP Searc’,....
LDAP Search Features: .. MM - creenseeseseassasaneasonsssans

1. Ability to search the U0 .o

2. Supports Boolean Opel 1 &(AND), [(OR). {NOT) - Using prefix notation .......... 87
3. Supports Wildcards: *. +(internal operations) 87
BISBBES i st e iamdssisin s50d 87
1. Idapsearch [options] "(attribute filteroperator value)" 87
Filter Operators: .... 87
B 8. e rsnnmnmmessmmnts sonmssastsmegemssne b sssms s e e s 87
Tasks: 87
1. Search specifict OUs for information 87
O O o vt S b B e R A R ST b A ek b 88
2. Search the DIT for Organizational Units (OUSs) 90
|55 05 1) 473 1t SRS I, 90
155 ¢ 3| 11515 AR 91
Execution: .98
3. USE BOOICAN DPRIALOIS....cveuseressereessresrorsssessessssesssssssess sesssassssnsssssssassessemssseseesssnsesssensssonss 101 =
B U O s e T e s msomsrasapanas 104
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EXBCUMON: iiissminivmmiisisibmmimmiei iR mimr s 107
Execution:.... 110
Chapter 11: Logging/Debugging 113
FOABIEA s ecumomsmnnssspmemmepyssasmsnssssssos smassnmeinas sesssmmmsasvosssss eampmssiansgensesite . 13
1. Logs using SysLog (defaults to: LOCAL4) B g ol 113
2. Includes Idap searches as well as SLAMS/SIOPS/ELC. v verereiemereseieseismrcesss s sseessssnnes 113
ConfIGUIBHION. .. rimmmmsimsmiamimri s R T AT 13
Debugging in Red Hat openldap v2.3: 13
Table 5.1: Debugging Levels Level Description 113
Example: 114
loglevel -1 14
Default:...... 114
loglevel 256 14
Debugging in Suse openldap v2.3: ..ot 114
Task: 115
1. Setup Syslog logging 115
5 w11 SISO AT S, Jpem— 115
Task: . 126
1. Purposely misname a slapd.conf directi ! 126
Chapter 12: LDIF Format 127
FFeatures: 127
1. Standard import/export B 127
2. RPC2BA9. s s scommseinsain ; 127
3. Very similar to name/value 127
Taskest. .o et gl 127
1. ldapsearch - du 127
2. Add 'TestUser" 127
Chapter 13: 129
Features: . oV e 129
fields that constitute an object 129
...... 129
129
130
ame' means, the higher-level (parent) attribute 'name’ governs 'st' attribute...... 131
- PDAP objects support single-inheritances ... s 131
Task: 131
1. Created LDAP user based on additional: core.schema attributes..=......ooeennee, 131
Execution: 131
Chapter 14: Setup to use LDAP and Migrate to LDAP from /ete/*Files ......ocovenencence. 133
PERIUITEE . cponsunnoismmnvsnsasasssmesemsnmans iussssayss s s e sioss 550553 oo 0Emms 54 S FO S S G SRS S s S8 133
1. Ability to take advantage ol LDAP authentication ........ccveierisnmsninns 133
2. Ability to support both local (/ete/passwd) and distributed (LDAP) users........coo..e... 133

3. Facilitates the sharing ol most /ete/* tabular databases (/etc/hosts)/ete/group/ete/
servicesjetc.) ca 135
4. Setup LDAP auth of users/groups 133
3. Ability 1o migrate users/records from flat files 10 LDAP......ccooiinmiecccicciernnne 133
6. hipZAviww.padl.com/OSS/MigrationTools.html (makers of: pam_ldap.so & nss_Idap.so).. 133
BRI oo csinn e s s S s ST S RSB S2 134
LT 30 D 134
T T e m e e e R R T T e e T S AT e A eas 134




WWW. Pa*:'.res:\onr’ .com

S s ,,,au.s‘,;),._,u,,hou,sfdm_r.__.ﬂ NER

2. fete/ldap.conf (LDAP client configuration)............. 134
Execution: 134
3. lete/pam.d/system-auth-ac ; 135
Execution: 135
2. Test LDAP connectivity using SSH from slave LDAP host 136
EXCCULON: ..ot 136
O I ONI T 1 o s smesasmsnsinsonnsimsmesas s sssedibons s s bt s ssm E S  SEA S E 137
Create organizational units: Group ........o.cecoveeeeneeees 141
L S 145
3. Create new LDAP user and authenticate to both hosts: linuxcent & linuxcent-slave. 156
Execution: 056
Test from slave: |
|3 T 2 S U SO S i S . 157
Execution: SR | W W W e iy

Further work:,. 50 @

1. Create Iocal users on lmu:\cent and linuxcent- ';Ia\ ¢ boxes
2. Migrate those users to LDAP
Chapter 15: Migrate Other Tables
Task:

1. Shared records via LDAP DIT
2. Migrate: /ete/hosts to LDAP DIT
3. Migrate: /etc/services
4. Migrate: fetc/protocols

Chapter 16: Rebuild of DIT

Tasks:

1. Purge existing DIT mmg 'Idapdelete!

Execution:

2. Rebuild OUs (people & group).........

EXEGUIONG s o Nsce NP ssssssavsiisvisissssssiviinss I(n
Chapter 17: Account Maintenance 173
il e e S e, T W 173
1. Create a user named 'baghe from LDIF output 173
EXeCHBON:. s R G 173
2. Create a group n erived from LDIF output 174
| £4,45013) 3140 N, ESTSUR U P 174
3. Create a directory: /homt:/bagher for members of the LDAP group: 'bagher........... 175
Execution: - | Iy
4. Confirm user: bagher is unable to write to: fhomer’bagher 175
3. Use: 'ldpasswd' to assign a password to the user; 'bagher’ 175
Execution: 175
6. Add user: 'baghe:’ to group: 'bagher’ ........ 176
Execution: 176
7. Change users' pass“ 0] & ;S ——— 176
8. Change Relative Distinguished Name (RDN) of an 0bject. oo 176
Chapter 18: Replication with SyncRepl 177
Features: 177
1. More efficient and reliable than SLUPD-based replication .... 177
2. Implemented as a slapd thread ..., 177
3. Push/Pulls are supported: ...t 177

4. Provider (Master) & Consumers{clients) relationship..... . 177
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5. Also supports cascading configurations: Provider — Secondary Provider(s) -> Consumer(s) ... 177

6. Configuration is defined primarily on ‘consumer’ servers, NO'T the provider .. e Uy
7. Specific queries(searches) can be replicated, including specific attributes ................ 177
8. SyncRepl is search-based - searches define what gets replicated - search criteria is
identical to that of: 'ldapsearch’ 177
9. Uses built-in LDAP Content Sync protocol 177
10. Replication is incremental 177
Tasks:... 178
1. Configure SyncRepl ....... 178
BATORE oo it tnontumren st 178
EXeeUlion:. .....osereesmsesssesssssssrmmsaser 178
EXEculion:......cnsunussissosassinnss 179
BXECUMIOT: st i e srebrersgend = 182
2. Create new object on provider 184

3. Replicate SyncRepl configuration on Another 2

1. General and granular restrictions .
2. First match wins (top-down)........
3. Implicit: ‘by * none” at :
4. ACL:s are stored in: slapd. A———
Template: . -

Task:
1. Examine the Def:

ser bagher:
s' access to 'hosts' OU and nothing else . 189

4. Re s on an attribute level ... 189
189
: OpenLDAPwith SSL/TLS Encryption 193
e : e 193
1. Encrypted communications (default LDAP communications is sent via clear-text) .. 193
2. SSL binds. by default. to TCP:636 - i.e. URI: Idaps:/hostname...........oo.coooveorvee.... 193
3. TLS uses the default TCP:389 (StartTLS) - i.c. URI: Idap:/hostname ..........oo......... 193
Tasks: e s 193
1. Launch an "wireshark session in conjunetion with "tepdump’...................... 193
Execution:. ; . 193
2. Enable SSL/TLS Encryption on the primary server.. 195
Execution:
Execution:.....
Execution:
Execution:
EXEeHON s s
Execution:.....

Execution on not configured server for tls:



